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Abstract

Manyversionf Unix providefacilitiesfor userlevelpacket
capture,making possiblethe useof generalpurposework-
stationgfor networkmonitoring. Becauseetworkmonitors
runasuserlevelprocessegacketsnustbecopiedacrosghe
kernel/useispaceprotectionboundary This copyingcanbe
minimizedby deployinga kernelagentcalleda packeffilter,
which discardsunwantedpacketsasearly as possible. The
originalUnix packeffilter wasdesignearoundastack-based
filter evaluatotthatperformssub-optimallyon currentRISC
CPUs. The BSD PacketFilter (BPF) usesa new register
basedfilter evaluatorthat is up to 20 times fasterthanthe
original design. BPF also usesa straightforwardbuffering
strategythat makesits overall performanceup to 100times
fasterthanSun’sNIT runningonthe samehardware.

1 Intr oduction

Unix hasbecomesynonymousvith high quality networking
andtoday’sUnix usersdependnhavingreliable responsive
networkaccess.Unfortunately this dependenceneansthat
networktrouble can makeit impossibleto get usefulwork
doneandincreasinglyusersand systemadministratordind
that a large part of their time is spentisolating and fixing
networkproblems.Problemsolving requiresappropriatedi-
agnosticand analysistools and, ideally, thesetools should
beavailablewheretheproblemsare—onUnix workstations.
To allow suchtoolsto be constructeda kernelmustcontain
somefacility that gives userlevel programsaccesgo raw,
unprocessedetworktraffic.[7] Most of today’s workstation
operatingsystemscontainsucha facility, e.g., NIT[10Q] in

*This is a preprint of a paper to be presentedat the 1993 Winter
USENIX conference, January 25-29,1993,SanDiego, CA.

This work was supportecby the Director, Office of Enegy Research,
ScientificComputingStaf, of theU.S.Departmenof Enegy underContract
No. DE-AC03-76SF00098.

SunOStheUltrix Packerilter[2] in DEC’sUItrix andSnoop
in SGI'sIRIX.

Thesekernelfacilitiesderivefrom pioneeringvork doneat
CMU andStanfordto adaptheXeroxAlto ‘packetfilter’ toa
Unix kernelB]. Whencompletedn 1980,theCMU/Stanford
Packetilter, CSPFEprovidedamuchneededandwidely used
facility. Howeveron today's machinesdts performanceand
the performanceof its descendentdeave muchto be de-
sired— a designthat was entirely appropriatefor a 64KB
PDP-11 is simply not agoodmatchto a 16MB Sparcstation
2. This paperdescribegshe BSD PacketFilter, BPF, a new
kernelarchitecturefor packetcapture. BPF offers substan-
tial performancemprovementover existing packetcapture
facilities—210to 150timesfasterthanSunsNIT and1.5t0 20
timesfasterthanCSPFonthesamehardwareandtraffic mix.
The performancdncreaseis the resultof two architectural
improvements:

e BPFusesare-designedregisterbasedfilter machine’
that canbe implementecefficiently on today's register
basedRISC CPU. CSPFuseda memory-stack-based
filter machinethatworkedwell on the PDP-11 butis a
poormatchto memory-bottleneckethodernCPUs.

e BPFusesasimple,non-sharedbuffer modelmadepos-
sible by today’s larger addressspaces. The modelis
very efficientfor the ‘usualcases'of packetcapture

In this paperwe presenthe designof BPF, outlinehow it
interfaceswith the restof the system,anddescribethe new
approachto the filtering mechanism. Finally, we present
performancemeasurementsf BPFE NIT, and CSPFwhich
showwhy BPF performsbetterthanthe otherapproaches.

1As opposedo, for example the AT&T STREAMSbuffer modelused
by NIT which hasenoughoptionsto be Turingcompletebutappearso bea
poormatchto anypracticalproblem.



2 The Network Tap

BPF hastwo main components:the network tap and the
packefilter. Thenetworktapcollectscopiesof packetdrom
thenetworkdevicedriversanddeliversthemto listeningap-
plications. Thefilter decidesf a packetshouldbe accepted
and,if so,howmuchof it to copyto thelisteningapplication.

Figurel illustratesBPF'sinterfacewith therestof thesys-
tem. Whena packetarrivesat a networkinterfacethe link
level devicedriver normally sendst up the systemprotocol
stack.ButwhenBPFis listeningonthisinterface thedriver
firstcallsBPF BPFfeedsthepacketo eachparticipatingpro-
cessfilter. Thisuserdefinedfilter decidesvhethera packet
is to beacceptecdaindhow manybytesof eachpacketshould
be saved.For eachfilter thatacceptdhe packet,BPF copies
therequestedmounif datato thebuffer associatedith that
filter. The devicedriver thenregainscontrol. If the packet
wasnotaddressetb thelocalhost thedriverreturngromthe
interrupt. Otherwise normalprotocolprocessingroceeds.

kernel

protocol
stack

link-level link-level link-level
driver driver driver
L L kernel

Figurel: BPF Overview

Sincea procesamight wantto look at every packeton a
network and the time betweenpacketscan be only a few
microsecondst is not possibleto do a readsystemcall per
packetand BPF mustcollect the datafrom severalpackets
andreturnit asa unit whenthe monitoringapplicationdoes
aread.To maintainpackethoundariesBPFencapsulatethe
captureddatafrom eachpacketwith aheadetthatincludesa
time stamp length,andoffsetsfor dataalignment.

2.1 PacketFiltering

Becauseetworkmonitorsoftenwantonly a small subsenf
networktraffic, a dramaticperformancegain is realizedby
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filtering out unwantedpacketsn interruptcontext. To min-
imize memorytraffic, the major bottleneckin mostmodern
workstations the packetshouldbe filtered ‘in place’ (e.g.,
wherethe networkinterfaceDMA engineputit) ratherthan
copiedto someotherkernelbuffer beforefiltering. Thus,if
thepacketis notacceptedpnly thosebytesthatwereneeded
by thefiltering processarereferencedy thehost.

In contrastSUNOSSSTREAMSNIT [10] copieghepack-
etsbeforefiltering andasaresultsuffersaperformancelegra-
dation. TheSTREAMSpackefilter module(nit_pf(4M)) sits
ontop of thepacketcapturenodule(nit_if(4M)). Eachpacket
receiveds copiedto an mbuf, andpassedff to NIT, which
then allocatesa STREAMS messagebuffer and copiesin
the packet. The messagéuffer is thensentupstreanto the
packeffilter, which maydecideto discardthe packet. Thus,
acopyof eachpackets alwaysmade andmanyCPUcycles
will bewastedcopyingunwantedpackets.

2.2 Tap Performance Measurements

Beforediscussinghe detailsof the packetffilter, we present
somemeasurementshich comparehetherelativecostsof
theBPFandSunOSSTREAMSbufferingmodels. This per-
formanceis independenof the packeffiltering machinery

We configuredboth BPF and NIT into the sameSunOS
4.1.1kernel,andtook ourmeasuremenisn a Sparcstatior2.
The measurementeflectthe overheadncurredduring the
interruptprocessing— i.e., how long it takeseachsystento
stashthe packetinto a buffer. For BPFwe simply measured
thebeforeandaftertimesof thetapcall, bpf tap(), usingthe
Sparcstatiors microseconalock. ForNIT we measuredhe
time of thetapcall snit.intr() plustheadditionaloverheadf
copyingpromiscuoupacketso mbufs. (Promiscuoupack-
etsarethosepacketswhich were not addressedo the local
host, and are presentonly becausdhe packetfilter is run-
ning.) In otherwords,we includedthe performancehit that
NIT takedor notfiltering packetsn place. Toobtainaccurate
timings, interruptswerelockedout during the instrumented
codesegments.

Thedatasetsweretakenasahistogranof processingime
versuspacketlength. We plotted the meanprocessingper
packetversuspacketsize,for two configurations:an“accept
all” filter, anda“rejectall” filter.

In the first case,the STREAMS NIT buffering module
(nit_buf(4M)) waspushedonthe NIT streamwith its chunk-
size parameterset to the 16K bytes. Similarly, BPF was
configuredto usel16K buffers. The packetfiltering module
whichusuallysitsbetweertheNIT interfaceandNIT buffer-
ing modulesvasomittedto effect“acceptall” semanticsin
both casesno truncationlimits werespecified. This datais
shownin Figure2. Both BPFandNIT showalineargrowth
with capturegackesizereflectingthecostof packet-to-filter
buffer copies. Howeverthe differentslopesof the BPFand
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Figure2: NIT versus BPF: “accept all”

NIT lines showthat BPF doesits copiesat memoryspeed
(148ns/bytevhile NIT runs45%slower(216ns/byte¥. The
y-interceptgivesthe fixed perpacketprocessingpverhead:
The overheadof a BPF call is about6us while NIT is 15

timesworseat 89us per packet.Much of this hugedisparity
appeargo be dueto the costof allocatingandinitializing a
buffer underthe remarkablybaroqueAT&T STREAM I/O

system?

Figure3 showstheresultsor the“rejectall” configuration.
Herethe STREAMSpackefilter modulewasconfiguredvith
a“rejectall” filter andpushedlirectlyontopof theNIT inter-
facemodule(theNIT bufferingmodulewasnotused).Since
thefilter discardsall packetsthe processingime shouldbe
constantindependenof thepacketsize. For BPFthisis true
— we seeessentiallythe samefixed costaslasttime (5us
insteadof 6 sincerejectingavoidsa call to the BPF copy
routine) and no effect dueto packetsize. However asex-
plainedearlie; NIT doesnt filter packetdn placebutinstead

2This differences dueto thefactthatNIT is notascarefulaboutalign-
mentasBPF. Thenetworkdriver wantsthelP heademlignedonalongword
boundarybutanEtherneheaders 14 bytessothestartof thepackeis short-
wordaligned.SinceNIT copiesthe packeto alongwordalignedboundary
aninefficient, misalignedbcopyresults. This oversightwill be felt twice
— oncein this measuremengndagainatthe userlevel, whenfor instance,
a networkmonitor like tcpdumpor etherfindmustcopy the network-layer
portionof the packetto alongwordalignedboundary

3You might note anomalousbehaviornearthe origin for the NIT data
in boththis andthe following graph. STREAMS mustallocateanmblk (a
STREAMSbufferdescriptorfor everypacket.Forsmallpacketsthepacket
datais copiedinto aregionof themblk while largepacketamustusea more
elaboratallocatorinvolving additionaldblk (‘datablock’) allocations.

copiespacketghenrunsthefilter overthecopies? Thusthe
costof running NIT increasesvith packetsize evenwhen
the packetis discadedby thefilter. For large packetsthis
gratuitouscopy makesNIT almosttwo ordersof magnitude
moreexpensivahanBPF (450usvs. 5us).

The major lessonhereis that filtering packetsearly and
in placepaysoff. While a STREAMS-likedesignmight ap-
pearto bemodularandeleganttheperformancémplications
of modulepartitioningneedto be consideredn the design.
We claim thatevena STREAMS-basechetworktap should
includethe packetffiltering andbuffering functionalityin its
lowestlayer. Thereis very little designadvantagen factor-
ing the packeffilter into aseparatestreamsnodule butgreat
performancadvantagén integratingthepackeffilter andthe
tapinto asingleunit.

3 The Filter Model

Assumingoneuseseasonablearein thedesigrof thebuffer-

ingmodel? it will bethedominanicostof packetsyouaccept
while the packeffilter computatiorwill bethedominantcost
of packetsyou reject. Most applicationsof a packetcapture
facility rejectfar more packetsthanthey acceptand, thus,
goodperformancef the packeffilter is critical to goodover-

all performance.

4Thecopy s requiredbecausehefilter is a separatesSTREAM module
pushedon top of the capturemoduleand, thus, the capturemodule must
copydatato STREAM buffersto sendit up the streamto thefilter module.
As wasthecasewith capture/bufier separationthe documentatiomotesthis
capture/filterseparations afeature notabug.

5E.g.,not STREAMS.
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Figure3: NIT versus BPF: “reject all”

A packetfilter is simply a booleanvaluedfunction on a
packet.If thevalueofthefunctionistruethekernelcopieshe
packetfor theapplication;if it is falsethe packetis ignored.

Historically there have beentwo approachego the fil-
ter abstraction: a booleanexpressiortree (usedby CSPF)
anda directedacyclic controlflow graphor CFG (first used
by NNStat[l] andusedby BPF). For example,Figure4 il-
lustratesthe two modelswith a filter that recognizesither
IP or ARP packetson an Ethernet. In the treemodel each
noderepresents booleanoperationwhile the leavesrepre-
senttest predicateson packetfields. The edgesrepresent
operatofoperandelationshipsin theCFGmodeleachnode
represents packetfield predicatewhile the edgesepresent
control transfers. The righthandbranchis traversedf the
predicates true, the lefthandbranchif false. Therearetwo
terminatingleaveswhich representrue andfalsefor theen-
tire filter.

Thesetwo modelsof filtering are computationallyequiv-
alent. l.e., any filter that can be expressedn one canbe
expresseth theother However in implementatiortheyare
verydifferent: Thetreemodelmapsnaturallyinto codefor a
stackmachinewhile the CFGmodelmapsaturallyinto code
for aregistermachine.Sincemostmodernmachinesarereg-
isterbasedwe will arguethatthe CFG approacHendsitself
to amoreefficientimplementation.

3.1 The CSPF(Tree)Model

The CSPFfilter engineis basedon an operandstack. In-
structionseitherpushconstantor packetdataon the stack,
or performa binary booleanor bitwise operationon the top

two elements A filter programis asequentiallyexecutedist

of instructions.After evaluatingaprogram|f thetopof stack
hasa non-zerovalueor the stackis emptythenthe packetis

acceptedotherwiseit is rejected.

Therearetwo implementatiorshortcoming®f theexpres-
siontreeapproact®:

e Theoperandstackmustbe simulated.On mostmodern
machineghis meangeneratingaddandsubtracobpera-
tionsto maintaina simulatedstackpointerandactually
doingloadsandstoreso memoryto simulatethe stack.
Sincememorytendsto bethe majorbottleneckin mod-
ern architecturesa filter modelthat canusevaluesin
machineregistersaandavoidthis memorytraffic will be
moreefficient.

e The tree model often doesunnecessaryr redundant
computationsFor examplethetreein fig. 4 will com-
putethe value of ‘ethertype== ARP’ evenif the test
for IP is true. While this problemcan be somewhat
mitigatedby adding‘'shortcircuit’ operatorgo thefilter
machine someinefficiencyis intrinsic: Becausef the

6Note that it is not our intentionto denigrateCSPFor its enormous
contributionto the community— we simply wish to investigatehe imple-
mentatiorimplicationsof itsfilter modelwhenrunonmoderrhardware The
CSPHiltering mechanisnwasintendedo supportefficientprotocoldemul-
tiplexing for userlevel networkcode. Theinitial implementatiorachieved
hugegainsby performinguserspecifieddemultiplexinginside the kernel
ratherthanin a userprocess.After this, the incrementabain from a more
efficientfilter designwasnegligibleand,asaresult,the designerof CSPF
investedesseffort in thefilter machineryand,indeed havepointedoutthat
the “filter languageis not a result of carefulanalysisbut ratherembodies
severabhccidentf history”[8].
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Figure4: Filter Function Representations.

hierarchicallesigrof networkprotocols packeheaders
mustbe parsedto reachsuccessivéayersof encapsu-
lation. Sinceeachleaf of the expressiorreerepresents
a packetfield, independentf otherleaves,redundant
parsesnaybe carriedoutto evaluatehe entiretree. In
the CFGrepresentationt is alwayspossibleto reorder
the graphin sucha way thatat mostone parseis done
for anylayer’

Anotherproblemwith CSPFErecognizedy thedesigners,
is its inability to parsevariablelengthpacketheaderse.g.,
TCPheadergncapsulateth avariablelengthlP headerBe-
causethe CSPFinstructionsetdidn’t includean indirection
operatoronly packetdataatfixed offsetsis accessibleAlso,
the CSPFmodelis restrictedto a singlesixteenbit datatype
which resultsin a doubling of the numberof operationgto
manipulate32 bit datasuchasinternetaddressesr TCP se-
guencenumbers.Finally, the designdoesnot permitaccess
to the lastbyte of anodd-lengthpacket.

While the CSPFmodelhasshortcomingsit offersanovel

generalizationof packetfiltering: The idea of putting a
pseudo-machinknguagenterpreteiin thekernelprovidesa

"This graphreorderingis, however a non-trivial problem. Our BPF
compiler (part of tcpdumpf]) containsa fairly sophisticatedptimizerto
reorderand minimize CFGfilters. This optimizeris the subjectof a future
paper

niceabstractiorfor describingandimplementinghefiltering
mechanismAnd, sinceCSPRreatsapackeasasimplearray
of bytes,thefiltering modelis completelyprotocolindepen-
dent. (The applicationthat specifieghefilter is responsible
for encodingthe filter appropriatelyfor the underlyingnet-
work mediaandprotocols.)

TheBPFmodel,describedn thenextsectionjs anattempt
to maintainthe strengthsof CSPFwhile addressingts limi-
tationsandthe performancehortcoming®f the stack-based
filter machine.

3.2 The BPF Model
3.2.1 CFGsvs.Trees

BPFusesthe CFGfilter modelsinceit hasa significantper-
formanceadvantageverthe expressioriree model. While
thetreemodelmay needto redundantlyparsea packetmany
times,the CFG modelallows parseinformationto be ‘built
into’ theflow graph.l.e., packetparsestateis ‘remembered’
in the graphsinceyou know what pathsyou musthavetra-
versedo reachto aparticulamodeandoncea subexpression
is evaluatedt neednot berecomputedincethe controlflow
graphcanalwaysbe (re-)omganizedsothevalueis only used
atnodesthatfollow theoriginal computation.

et her. type=I P

et her.t ype=ARP

et her. t ype=RARP .
‘

. dst

Figure5: CFG Filter Function for “host foo”.

Forexample Figure5 showsa CFGfilter functionthatac-
ceptsall packetswith aninternetaddresgoo. We considera
scenariovherethe networklayer protocolsarelP, ARP, and
ReverseARP, all of which contain sourceand destination
InternetaddressesT hefilter shouldcatchall cases Accord-
ingly, thelink layertype field is testedfirst. In the caseof
IP packetsthe IP hostaddresdields are queried,while in
the caseof ARP packetsthe ARP addresdields are used.
Notethatoncewe learnthatthe packetis IP, we do notneed
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Figure6: Tree Filter Function for “host foo”.

to checkthatit might be ARP or RARP In the expression
treemodel,shownin figure 6, sevencomparisorpredicates
andsix booleanoperationsarerequiredto traverseheentire
tree. Thelongestpaththroughthe CFG hasfive comparison
operationsandtheaveragenumberof comparisonss three.

3.2.2 Designof filter pseudo-machine

Theuseof acontrolflow graphratherthananexpressiorree
asthetheoreticaunderpinning®f thefilter pseudo-machine
is anecessargteptowardsanefficientimplementatiorbut it
is notsufficient. Evenafterleveragingff theexperiencand
pseudo-machinenodelsof CSPFand NNStat[l], the BPF
modelunderwentseveralgenerationgand severalyears)of
desigrandtest. Webelievethecurrentmodelofferssufficient
generalitywith nosacrificein performancelts evolutionwas
guidedby thefollowing designconstraints:

1. It mustbe protocolindependentThekernelshouldnot
haveto be modifiedto addnewprotocolsupport.

2. It mustbe general. The instructionsetshouldbe rich
enoughto handleunforeseeruses.

3. Packetdatareferenceshouldbe minimized.

4. Decodingan instructionshould consistof a single C
switchstatement.

5. Theabstractmachineregistershouldresidein physical
registers.

Like CSPF constraintl is adheredo simply by notmen-
tioning any protocolsin the model. Packetsare viewed
simplyasbytearrays.

Constrain? meansthatwe mustprovidea fairly general
computationamodel,with control flow, sufficient ALU op-
erationsandconventionabhddressingnodes.

ConstrainBrequireghatweonly evertouchagivenpacket
wordonce.lt iscommorfor afilter tocompareagivenpacket
fieldagainstisetof valuesthencompareanothefield against
anothersetof values,andsoon. For example afilter might

matchpacketsaiddressetb asetof machinesor asetof TCP
ports. ldeally, we would like to cachethe packetfield in a
registerandcompardt acrosshesetof values.If thefield is
encapsulateth avariablelengthheaderwe mustparsethe
outerheaderdo reachthe data. Furthermorepn alignment
restrictednachinesaccessingnulti-bytedatacaninvolve an
expensivebyte-by-byteload. Also, for packetsn mbufs a
field accessnayinvolve traversingan mbufchain. After we
havedonethis work once,we shouldnotdo it again.

Constrain4 meanshatwe will haveanefficientinstruc-
tion decodingstepbutit precludesanorthogonalddressing
modedesignunlessve arewilling to accommodata combi-
natorialexplosionof switch casesFor examplewhile three
addressnstructionsmakesensdor areal processofwhere
muchworkis donein parallellthesequentiaéxecutiormodel
of aninterpretermeansthat eachaddresslescriptorwould
haveto be decodedserially. A single addressnstruction
format minimizesthe decode,while maintainingsufficient
generality

Finally, Constrainb is astraightforwargerformanceon-
sideration.Along with constraint, it enforceghenotionthat
thepseudo-machineegistersetshouldbesmall.

Theseconstraintspromptedthe adoptionof an accumu-
lator machinemodel. Underthis model, eachnodein the
flowgraphcomputests correspondingpredicateby comput-
ing avalueinto theaccumulatoandbranchingbasecnthat
value. Figure 7 showsthe filter function of Figure5 using
theBPFinstructionset.

3.3 The BPF Pseudo-Machine

The BPFmachineabstractiorconsistf anaccumulatgran
index register(x), a scratchmemorystore,and an implicit
programcounter The operationson theseelementscanbe
categorizednto thefollowing groups:

1. LOAD INSTRUCTIONS copyavalueinto theaccumulator
orindexregister Thesourcecanbeanimmediatevalue,
packetdataat a fixed offset, packetdataat a variable
offset,the packetilength,or the scratchmemorystore.
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Figure7: BPF Program for “host foo”.

2. STORE INSTRUCTIONS copy either the accumulatoror
indexregisterinto the scratchmemaorystore.

3. ALU INSTRUCTIONS performarithmeticor logic on the
accumulatousingtheindexregisteror aconstanaisan
operand.

4. BRANCH INSTRUCTIONS altertheflow of control,based
on comparisortestbetweera constanor x registerand
theaccumulatar

5. RETURN INSTRUCTIONSterminatehefilter andindicated
what portion of the packetto save. The packetis dis-
cardedentirelyif thefilter returns0.

6. MISCELLANEOUS INSTRUCTIONS comprise everything
else— currently registertransferinstructions.

The fixed-lengthinstructionformat is definedby asfol-
lows:

opcode:16] jt:8 | jf:8
k:32

Theopcoddieldindicategheinstructiontypeandaddress-
ing modes. Thejt andjf fields are usedby the conditional
jumpinstructionsandaretheoffsetsfrom thenextinstruction
tothetrueandfalsetargets. Thek field is agenericfield used
for variouspurposes.

Table 1 showsthe entire BPF instructionset. We have
adoptedthis “assemblersyntax” as a meansof illustrating
BPFfilters andfor debuggingoutput. The actualencodings
aredefinedwith C macrosthedetailsof whichwe omit here
(sed 6] for full details). Thecolumnlabelledaddrmodedists
the addressingnodesallowedfor eachinstructionlisted in
theopcodecolumn. The semanticof the addressingnodes
arelistedin Table2.

opcodes addrmodes

| db [ k] [ x+K]
| dh [ k] [ x+K]
Id #k | #len | M K] [ k] [ x+K]
| dx #k | #len | M k] | 4*([ k] &0xf)
st M k]

st x M K]

jmp L

j eq #k, Lt, Lf

j gt #k, Lt, Lf

jge #k, Lt, Lf

j set #k, Lt, Lf

add #k X
sub #k X
mul #k X
div #k X
and #k X
or #k X
I sh #k X
rsh #k X
ret #k a
t ax

t xa

Tablel: BPF Instruction Set

Theloadinstructionssimply copytheindicatedvalueinto
the accumulator(l d, | dh, | db) or index register(l dx).
The indexregistercannotusethe packetaddressingnodes.
Instead a packetvaluemustbe loadedinto the accumulator
andtransferredo theindexregister viat ax. Thisis nota
commonoccurrenceasthe index registeris usedprimarily
to parsethe variablelengthIP headerwhich canbeloaded
directlyviathe4* ([ k] &0xf ) addressingnode.All values
are 32 bit words, exceptpacketdatacanbe loadedinto the
accumulatoasunsignedoytes(l db) or unsignechalfwords
(I dh). Similarly, the scratchmemorystoreis addresse@s
anarrayof 32 bit words. Theinstructionfieldsareall in host
byteorder, andtheloadinstructionsconvertpacketdatafrom
networkorderto hostorder Any referenceo databeyond
theendof thepacketterminateghefilter with areturnvalue
of zero(i.e.,the packetis discarded).

The ALU operationgadd, sub, etc.) performthe indi-
catedoperatiorusingtheaccumulatoandoperandandstore
theresultbackinto theaccumulatarDivision by zerotermi-
nateghefilter.

Thejumpinstructionscomparehevaluein theaccumula-
torwith aconstan{j set performsa“bitwise and”— useful
for conditionalbit tests). If theresultis true (or non-zero),
thetrue branchis taken,otherwisethe falsebranchis taken.
Arbitrary comparisonsywhich arelesscommoncanbedone
by subtractingand comparingto 0. Note thatthereareno
j1t,jleorjne opcodesincethesecanbebuilt from the



8

#k theliteral valuestoredin k

#l en thelengthof the packet

M K] theword at offsetk in the scratchmem-
ory store

[ k] thebyte,halfword,or word atbyteoffset
kin thepacket

[ x+k] thebyte,halfword,or word at offsetx+k
in the packet

L anoffsetfrom the currentinstructionto
L

#k, Lt, Lf the offsetto Lt if the predicateis true,
otherwisethe offsetto Lf

X theindexregister

4* ([ k] &0xf) | four timesthevalueof thelow four bits
of thebyteat offsetk in the packet

Table2: BPF Addressing Modes

codesaboveby reversingthe branches.Sincejump offsets
areencodedn eightbits, thelongesjumpis 256instructions.
Jumpdongerthanthisareconceivablesoajumpalwaysop-

codeis provided(j np) thatuseshe 32 bit operandield for

theoffset.

Thereturninstructiongerminatethe programandindicate
how many bytesof the packetto accept. If thatamountis
0, the packetwill be rejectedentirely The actualamount
acceptedavill betheminimumof thelengthof the packetand
theamountindicatedby thefilter.

3.4 Examples

Wenowpresensomeexamplegoillustratehowpackefilters
canbe expressedisingthe BPF instructionset. (In all the
exampleshatfollow, we assumédtherneformatfor thelink
levelheaders.)

Thisfilter acceptsll IP packets:

ldh [12]

jeq #ETHERTYPELIP, L1, L2
L1: ret #TRUE
L2: ret #0

ThefirstinstructionloadstheEthernetypefield. Wecom-
parethis to typeIP. If the comparisorfails, zerois returned
andthe packetis rejected. If it is successful;TRUE is re-
turnedandthe packetis accepted (TRUE is somenon-zero
valuethatrepresentthe numberof bytesto save.)

This nextfilter acceptsall IP packetawvhich did not origi-

natefromtwo particulanP networks128.3.1120r 128.3.254.

If the Ethernetypeis IP, theIP sourceaddresss loadedand
thehigh 24 bitsaremaskedff. Thisvalueis comparedvith
thetwo networkaddresses:
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ldh  [12]
jeq #ETHERTYPEIP, L1, L4
L1: Id  [26]

and  #Oxffffff00
jeq  #0x80037000L4, L2

L2: jeq #0x8003fe00L4, L3
L3: ret #TRUE
L4: ret #0

3.5 ParsingPacketHeaders

Thepreviousexamplesaassumehatthe dataof interestie at
fixed offsetsin thepacket. Thisis notthe casefor example,
with TCPpacketsywhichareencapsulateih avariablelength
IP header The startof TCP heademustbe computedrom

thelengthgivenin thelP header

The IP headetdengthis given by the low four bits of the
first byte in the IP section(byte 14 on an Ethernet). This
valueis aword offset,andmustbe scaledby four to getthe
correspondindpyte offset. The instructionsbelowwill load
this offsetinto theaccumulator:

ldb  [14]
and #Oxf
Ish  #2

Oncethe IP headerengthis computeddatain the TCP
sectioncanbe accessedsingindirectloads. Note that the
effective offsethasthreecomponents:

theIP headetength,
thelink level headelength,and

the dataoffsetrelativeto the TCP header

For exampleanEthernetheadeiis 14 bytesandthe desti-
nationportin a TCP packetis at bytetwo. Thus,adding16
to thelP headetengthgivestheoffsetto the TCPdestination
port. Thepreviouscodesegmentis shownbelow augmented
to testthe TCP destinatiorport againstsomevalueN:

ldb  [14]

and #Oxf

Ish  #2

tax

ldh  [x+16]

jeq  #N,L1,L2
L1: ret #TRUE
L2: ret #0

Becaus¢helP headefengthcalculationisacommorpper-
ation,the4* ([ k] &0xf) addressingnodewasintroduced.
Substitutingn thel dx instructionsimplifiesthefilter into:

ldx  4*([14]&0xf)

ldh  [x+16]
jeq #N,L1,L2
L1: ret #TRUE

L2: ret #0
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However the abovefilter is valid only if the datawe are
looking at is really a TCP/IP header Hence,the filter must
alsocheckthatlink layertypeis IP, andthatthe IP protocol
typeis TCP Also, thelP layermightfragmenta TCP packet,
in which casethe TCP headeis presenbnly in thefirst frag-
ment. Hence,any packetswith a non-zerofragmentoffset
shouldberejected.Thefinal filter is shownbelow:

ldh  [12]
jeq #ETHERPROD.IP, L1, L5
L1: Idb [23]
jeq #IPPRODO.TCP L2, L5
L2: Idh  [20]

jset  #Ox1fff, L5, L3

L3: ldx  4*([14]&0xf)
ldh  [x+16]
jeq #N,L4,L5
L4: ret #TRUE
L5: ret #0

3.6 Filter Performance Measurements

We profiledtheBPFandCSPHiltering modelsoutsidethe
kernelusingiprof [9], aninstructioncountprofiler. To fully
comparghetwo models,anindirectionoperatorwasadded
to CSPFsoit couldparsdP headersThechangevasminor
anddid notadversehaffecttheoriginalfiltering performance.
Testawvererunonlargepacketracefilesgatheredrom abusy
UC Berkeleycampusetwork. Figure8 showstheresultsfor
four fairly typicalfilters.

Filter 1 is trivial. It testswhetherone 16 bit word in the
packetis a givenvalue. Thetwo modelsarefairly compara-
ble,with BPFfasterby about50%.

Filter 2 looks for a particularIP host(sourceor destina-
tion) and showsmore of a disparity—aperformancegap of
240%. Thelargerdifferencehereis duemostlyto thefactthat
CSPFoperate®nly on 16 bit wordsandneedswo compar-
isonoperationgo determinethe equalityof a 32 bit Internet
address.

Filter 3is anexampleof packetparsing(requiredto locate
the TCP destinationport field) andillustratesa yet greater
performancegap. The BPF filter parsesthe packetonce,
loadingtheportfield into theaccumulatothensimply doesa
comparisorcascad®f theinterestingports. The CSPHilter
mustre-dothe parseandrelocatethe TCP headerfor each
portto betested.

Finally, filter 5 demonstratethe effect of theunnecessary
computationgdoneby CSPFfor a filter similar to the one
describedn figures6 and>5.

4 Applications

BPFis now abouttwo yearsold andhasbeenputto work in
severalapplications. The mostwidely usedis tcpdump[4],
a network monitoring and dataacquisitiontool. Tcpdump

performsthree primary tasks: filter translation,packetac-
quisition, and packetdisplay Of interesthereis the filter
translationmechanism. A filter is specifiedwith a user
friendly, high level descriptionlanguage. Tcpdumphasa
built in compiler (and optimizer) which translateghe high
level filters into BPF programs. Of course this translation
processs transparento the user

Arpwatch[5] is a passivemonitoringprogramthattracks
Ethernetto IP addressmappings. It notifiesthe systemad-
ministrator via email, whennew mappingsare established
or abnormalbehavioris noted. A commonadministrative
nuisancds the useof a singleIP addresdy morethanone
physicalhost,which arpwatchdutifully detectsandreports.

A very different applicationof BPF hasbeenits incor-
porationinto a variantof the Icon Programming_anguage
[3]. Two new datatypes,a packetanda packetgenerator
havebeenbuilt into the Icon interpreter Packetsappearas
first classrecordobjects allowing convenient'dot operatof
accesso packetheadersA packetgeneratocanbeinstanti-
ateddirectly off the network,or from a previouslycollected
file of tracedata. Iconis aninterpreted,dynamicallytyped
languagewith high level string scanningprimitivesandrich
datastructures With the BPFextensionsit is well suitedfor
therapid prototypingof networkinganalysigools.

Netload and histo are two network visualization tools
which producereal time network statisticson an X dis-
play. Netload graphsutilization datain real time, using
tcpdumpstylefilter specificationsHisto producesdynamic
interarrival-timehistogramof timestampednultimedianet-
work packets.

The ReverseARP daemorusesthe BPF interfaceto read
andwrite ReverseARP requestsandrepliesdirectly to the
local network. (We developedhis programto allow usto
entirelyreplaceNIT by BPFin our SunO34 systems Eachof
the SunNIT-basedapplicationgetherfind traffic, andrarpd)
now hasa BPFanalog.)

Finally, recentversionsof NNStat[l] andnfswatchcanbe
configuredo runoverBPF(in additionto runningoverNIT).

5 Conclusion

BPF hasprovento be an efficient, extensible,andportable
interfacefor network monitoring. Our comparisonstudies
have shownthatit outperformsNIT in its buffer manage-
mentandCSPHn itsfiltering mechanismlits programmable
pseudo-machinmodelhasdemonstrate@xcellentgeneral-
ity andextensibility(all knowledgeof particularprotocolsis
factoredout of the kernel). Finally, the systemis portable
andrunson mostBSD andBSD-derivativesystem& andcan
interactwith variousdatalink layers.

8Sun0S3.5,HP-300andHP-700BSD,SunO$4.x,4.3BSDTahoe/Reno,
and4.4BSD.
9EthernetFDDI, SLIP, andPPParecurrentlysupported.
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6 Availability

BPF is available via anonymous ftp from
hostf t p. ee. | bl . gov aspartof thetcpdumpdistribution,
currentlyin thefile t cpdunp- 2. 2. 1. t ar . Z. Eventually
we plan to factor BPF out into its own distribution solook
for bpf - *. t ar . Zin thefuture. Arpwatchandnetloadare
alsoavailablefrom this site.
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